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INTRODUCTION

This document provides guidelines for the proper and acceptable usage of online
information services, using both internal and external networks. These currently include:
Internet access, email, facsimile and all other electronic data transfer using City of
Joondalup information technology facilities.

This document has been prepared by Corporate Services and Libraries and endorsed by
the Information and Technology Advisory Committee in April 1999. It is to be used in
conjunction with the Online Service Provision policy LS-08.

PURPOSE OF THE CODE OF PRACTICE

The purpose of this Code is to safeguard the organisation against the misuse of
information technology by Council officers. It is intended to establish guidelines and
minimum requirements governing acceptable use of online information services. The
overriding principles of this include:

e Council provides online information services as one method of satisfying the
informational needs of both the community and Council officers;

e Council officers understand that electronic information and documents are subject to
the same and similar laws, regulations, policies and other requirements as information
communicated in other written forms and formats;

¢ Disruptions to Council business resulting from inappropriate use of the services are to
be avoided.

STAFF ACCEPTABLE USE

Any Council officer found breaking the Online Service Provision Policy will
immediately have access to online services revoked and the matter referred to the Chief
Executive Officer. Where such breaches include suspected illegal activity the matter ~ will
be referred to the Western Australian Police Department.

A Council officer agrees by signing the online use form to abide by a/l the below-listed
conditions. Council officers shall:

1. not use Council computing equipment to:
1. transmit objectionable material;
il. obtain possession of objectionable material;
ili. advertise objectionable material is available for transmission;
iv. request the transmission of objectionable material;
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v. transmit restricted material to a minor;
vi. make restricted material available to a minor;
- as defined by the Censorship Act 1995 (see Appendix I).

2. not use Council computing equipment to breach, or attempt to breach, the security of
either Council or external computing equipment or facilities.

3. not use, or attempt to use, newsgroups, Internet relay chat (IRC), chat lines, or other
similar interactive services.

4. not use, or attempt to use, email external to the Council without the prior written
permission of the appropriate Director and the Manager Information Services.

5. not transfer, or attempt to transfer, digital files to Council equipment from online
sources without the prior written permission of the appropriate Director and the
Manager Information Services.

6. not transfer, or attempt to transfer, digital files from Council equipment to online
sources, excepting email attachments created using Council-standard office products.

7. understand that Internet access is a filtered service, which prohibits access to certain
sites which might be considered either illegal or immoral.

8. understands that the City is not responsible for the content of any online services,
including its accuracy, authoritativeness, timeliness or usefulness. Similarly, the City
cannot be held responsible for breaks in the service due to technical problems outside
its control. The nature of the Internet means that some or all services will sometimes
not be available without prior notice.

9. understand that usage for personal gain, or the gain of any commercial venture, is
prohibited.

10. ensure that transmissions of any material are not in violation of any, including, but not
limited to, copyright material, confidential Council material and materiel protected by
trade secret.

11. ensure that use must be legal, ethical, reflect honesty and show restraint in the
consumption of shared resources.

STAFF OBLIGATIONS

Users should be aware of potential security problems before transmitting private or
confidential messages. Electronic data transmission is not private communication.
Disclosure may occur when email messages are forwarded to unauthorised users, directed
to the wrong recipient, intercepted by electronic means, or printed in a common area
where others can read them.

Both email and Internet usage is logged and can be isolated to individual users should the
need arise, including, but not limited to, pages browsed on the Internet and the time of
access.

Users must take all reasonable precautions, including safeguarding and changing
passwords, to prevent the use of their personal workstation by unauthorised individuals.
Passwords should be changed regularly. Obvious passwords should be avoided. When
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users are away from their desks, precautions should be taken to protect their accounts
(screen lock).

Staff should be aware that electronic mail or faxed communications from the City of
Joondalup is equivalent to a letter printed on City letterhead and therefore is subject to the
same legal, privacy, and records management obligations as communication sent by
conventional mail. In particular, electronic documents are subject to the Freedom of
Information (FOI) Act and are as likely to be disclosed to members of the public as other
documents.

All information held by the City in any electronic or manual system is the property of the
City of Joondalup.

The City of Joondalup reserves the right to revoke access to any or all online services, at
any time, to either individuals or the whole organisation, without reason.

NETWORK ETIQUETTE

All users of electronic data exchange facilities are expected to abide by the generally
accepted rules of network etiquette. These include, but are not limited to, the following:

(a) Compliance with the City's standards, policies and regulations for employee conduct.

(b) Not using the network in such a way that disrupts the use of the network for other
users. This applies specifically to vandalism and harassment defined below.

(c) Be courteous and follow acceptable standards of etiquette.

(d) Avoid distribution of junk mail (unsolicited material such as repetitive mass mailings,
advertising, or chain messages).

(e) Protect the privacy and confidentiality of others.

(f) Use information technology resources efficiently and productively.

(g) Type email or faxes in mixed case. All CAPS is regarded as S-H-O-U-T-I-N-G. Itis
difficult to read and adds to user eye-strain.

(h) Excessive use of colour should be avoided. Plain text on a white or light grey
background is considered OK for readability of electronic mail transmissions.

Vandalism and Harassment
i. Vandalism is defined as any malicious attempt to harm, modify, and destroy data of
another user or Internet provider. This includes, but is not limited to, the uploading
or creating of computer viruses.
ii. Harassment is defined as the persistent annoyance of another user, or the interference
of another user's work. Harassment includes, but is not limited to, the sending of
unwanted mail.
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ELECTRONIC MAIL AND FAXES

Housekeeping

(a) Email communications can quickly consume the server’s disk space and may cause
system problems. Although deletion of unnecessary email communications is
encouraged, users should consult the City’s established record retention guidelines
for proper instruction regarding disposal or archival of email correspondence.

(b) To prevent the City's records being inadvertently destroyed, users must transfer
email or faxes into personal folders or, store work related email or faxes on the file
server. Alternatively include retention as part of your normal administrative practice.
(i.e. print and file hard copy or save to V:\Drive on file server.)

(c) Be aware that Information Services Unit performs monthly clean-up of the email
Server deleting:

e email in Trash folder older than 30 days

e email in Sent ltems folder older than 60 days
e cmail in Inbox folder older than 90 days.

User Responsibilities

It is the User’s responsibility to administer their Inbox, including:

Check email at least daily;

Respond to email promptly in accordance with the Customer Service Charter;
Message deletion should follow normal administrative procedure;

Follow chain of command procedures for corresponding with superiors. For
example, don’t send a complaint via email directly to the top just because you
can. Users should be aware of the content and classification of any information
contained in data files or correspondence which they are transmitting. Users
should not exchange unencrypted, confidential information;

o email should not be used in lieu of contracts or for formal agreements because of
the potential for forgery or misrepresentation.
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INTERNET

Encounter of Controversial Matenial

(a) Users may encounter material which is controversial and which they may
consider inappropriate or offensive. It is the user's responsibility not to initiate
access to such material. If the user has a concemn regarding this, they should
contact the Manager Information Services.

(b) Any decision by the City of Joondalup to restrict access to Internet material
shall not be deemed to impose any duty on the committee to regulate the
content of the material on the Internet or a negligence for any failure to
regulate material.

No Warranties

The City of Joondalup is not responsible for any damages a user suffers as a consequence
of an Internet session. As stated in sub-section 7 of Staff Acceptable Use: The City is not
responsible for the content of any online service, including its accuracy, authoritativeness,
timeliness or usefulness. Similarly, the City cannot be held responsible for breaks in the
service due to technical problems outside its control. The nature of the Internet means that
some or all services will sometimes not be available without prior notice.

RECORDS MANAGEMENT PROCEDURES

All electronic documents are subject to the same record keeping requirements as hard
copy documents. Ensure that your normal administrative practice covers email or faxes
similarly to other correspondence.

Records created and transmitted using email or fax need to be identified, managed,
protected, and retained as long as they are needed to meet historical, administrative, fiscal,
or legal requirements under the Library Board and Local Government Acts.

Electronic Mail or Faxed Messages Sent

(a) When you send work related Email and faxes it is your responsibility as the author,
originator or editor to ensure that the messages plus attachments are included as part
of your normal records keeping practice. Transmissions containing records of long
term value should be stored to Records Document Management System (Oasis) or
printed and forwarded to Records Services for attachment to the hard copy file.
Short term records should be saved to the appropriate project directory in the
V:\Drive.

(b)  Ensure meaningful information is entered in the subject field of email or faxes. This
will assist recipients and improved retrieval at a later date.

(c) email or Faxed Messages retained as records must include the details -
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To: (Recipient, Recipients, Group, Carbon or Blind Copy)
From: (Sender)

Date and Time

Subject: (Clearly define the content of the email message)

Body of Message Construct the message as a series of short paragraphs. Focus on
one subject .

Reference : If known (File number obtained from the Records Document Management
System - Qasis)

Electronic Mail and Faxed Messages Received

(a) Work related internal email or Faxed messages received, need only be saved if you
edit or alter the email or faxes. You may save a copy as a personal record for your
own information.

(b) Extemal (received via the Internet) work related email or faxes and attachments
should be stored to Records Document Management System (Oasis) or printed and
forwarded to Records Services.
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INTERNET USAGE STATEMENT
Conditions of Use

The City of Joondalup provides access to the Internet and other online services to the
public under strict conditions of use. Breach of any conditions will result in a client being
removed from using the services and reported to the Police where appropriate.

In accordance with the WA Censorship Act 1995, Division 6 - Computer Services:
A person must not use Council computers to -

transmit an objectionable article;
e obtain possession of an objectionable article;
¢ advertise an objectionable article is available for transmission;
e request the transmission of an objectionable article.

The Penalty for any of the above offences is $15,000 or 18 months imprisonment
A person must not transmit restricted material to a minor;
A person must not make restricted material available to a minor.
The Penalty for either of the above two offences is $5,000 or 6 months imprisonment

The City of Joondalup is not responsible for the content of any online service, either its
accuracy, authoritativeness, timeliness or usefulness. ~ The City shall accept no
responsibility for any damages arising from the use of its connection to online services.
Similarly, the City cannot be held responsible for breaks in the service due to technical
problems outside of its control. The nature of the Internet means that some or all services
will sometimes not be available without prior notice.

In accordance with City of Joondalup Policy Manual - Online Service Provision Policy, the
computers are intended for information-gathering purposes only. The use of electronic
mail, file transfer, newsgroups, internet relay chat and other similar interactive services is
prohibited. Likewise access to the Internet through the City of Joondalup gateway is
filtered to prevent access to certain sites.

The City of Joondalup Libraries provide access to the Internet as one method of satisfying
the information, recreational and cultural needs of the community. Specific entertainment-
based online services will not be provided unless warranted by valid information content in
line with standard selection policies.
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No client is guaranteed a contiguous booking of more than one booking period. If other
clients are scheduled to use the service the terminal will be disabled at the exact time a
booking ends. Clients must therefore have finished all online activity before this time.

Objectionable material includes: any media classified RC or refused publication; child
pornography; articles promoting crimes and/or violence; and articles that describe or
depict coercion to submit to sexual conduct, acts of necrophilia, torture, bestiality, or the
use of excrement in a sexual act.

Restricted material means articles dealing with matters of sex, drug misuse, crime, cruelty,
violence or abhorrent phenomena, which would be unsuitable for a minor to see, hear or
read.
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ONLINE SERVICES USE AGREEMENT

Name:

Directorate:

Business Unit:

Position:

Definitions:

For the purposes of the following agreement the below definitions are understood:

« Online Service: any electronic communication method that involves the intercommunication with any
electronic network not owned and administered by the City of Joondalup.

¢  Workstation: the personal computer situated on the desk or workspace of the undersigned council
officer, for which the officer has been provided a personal network password.

1, (block 1Etters) ......ooeeveiiiiii i , agree to abide by all
conditions as outlined in Council Online Services Provision policy LS-08, specifically the
conditions of Staff Acceptable Use. It is further understood that 1 will:

e not, or not attempt to, alter any computer settings, or install any software, that will
allow unauthorised access to any online services;

e take all reasonable measures to prevent access to online services through my
workstation by unauthorised officers, including, but not limited to, implementing a
screen saver password;

e accept all responsibility for access to online services undertaken from my workstation
during those hours in which I am present in the building;

e read and abide by the Online Services Code of Practice.

1 understand that the City of Joondalup may revoke access to any or all online services, at
any time, without reason. I further understand that breach of any of these conditions, will
result in permanent removal of online services access, and may result in punitive action by
the Chief Executive Officer including, but not limited to, recommendation for prosecution
by the City of Joondalup.

All access is dependent upon approval by the appropriate Business Unit Manager or
Director.

Signature: Director’s Authorisation:

Date: Date:




